
Permanent Mission 

Of The Syrian Arab Republic 

To The Organization For The 

Prohibition Of Chemical Weapons 

TheHague 

No: 32 
Date: April 16th 2020 

Note Verbal 

The Permanent Mission of the Syrian Arab Republic to the Organization 
for the Prohibition of Chemical Weapons OPCW presents its compliments to the 
Technical Secretariat - Office of the Director General, and with reference to the 
Director General's "Briefing for States Parties on the report of the investigation 
initiated by the DG into alleged breaches of confidentiality" that took place on 
February 6th 2020, would like to submit herewith a number of questions. 

The Syrian Mission to the OPCW would like to kindly request from the Technical 
Secretariat to provide the answers to the above-mentioned questions as soon as 
possible, and to consider the questions as an official document of the Briefing, and 
also to publish them on the OPCW public website and on the extranet. 

The Permanent Mission of the Syrian Arab Republic would like to ask the Technical 
Secretariat to consider this Information as Unclassified. 

The Permanent Mission of the Syrian Arab Republic avails itself of this opportunity 
to renew to the Technical Secretariat of the Organization for the Prohibition of 
Chemical Weapons the assurances of its highest consideration. 

• Attachment: 4 Pages in Arabic 

The Organization for the Prohibition 
Of Chemical Weapons (OPCW) 
The Hague. 
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Questions by the Syrian Arab Republic concerning the briefing session held by the 

Director-General of the OPCW on 6 February 2020 on the internal investigation into 

the leaks 

 

Question 1: The Technical Secretariat did not provide the opportunity for the States Parties 

to have an open discussion on its report on the internal investigation, nor did it 

respond to the repeated requests for an open briefing to be held in the presence 

of all Fact-Finding Mission experts and inspectors who participated in the 

investigations in Douma, which was inconsistent with the procedure followed  

in similar briefings. Do these procedures suggest an increase in or a restriction 

of transparency in the work of the Organisation? 

Question 2: The Technical Secretariat’s opening of an internal investigation into the leaks 

and the breach of confidentiality in the Organisation confirms the fact that the 

leaks were official documents and confidential or highly protected information. 

This raises a question as to the reasons why the Organisation did not address the 

content of those documents which constitute important facts of relevance to the 

investigation?  

Question 3:  Could the Technical Secretariat explain the legal basis for its commissioning of 

external experts to carry out an investigation into the breach of confidentiality? 

Does this contradict the provisions of Part IX of the OPCW Confidentiality 

Regime? And what measures were taken to ensure that those external experts 

themselves are not a source of subsequent leaks and breach of confidentiality? 

Question 4: In his briefing on the internal investigation report, the Director-General stated 

that Inspector A and Inspector B were rogue inspectors but were not the ones 

who leaked the information (whistleblowers). Does this mean that the 

whistleblowers are still in the Organisation? Should we, therefore, expect 

further leaks? 

Question 5:  What are the reasons why the FFM team leader was withdrawn two days after 

his arrival in Damascus and before visiting the site of the alleged incident in 

Douma? Could the Technical Secretariat explain the reason why he was 

deployed to the neighbouring country (Turkey), the task he was assigned there 

and the parties he got in contact with? 

Question 6: On what grounds did the Technical Secretariat consider that investigator Ian 

Henderson was not part of the FFM team? The Technical Secretariat sent to the 

Permanent Mission of Syria in the Hague a notification, dated 26 April 2018, 

and another modified notification, dated 27 April 2018, in which the name of 

inspector Ian Henderson was added as a member of the team. The modified 

notification stated that inspector Henderson was part of the team which would 

conduct technical visits within the context of the information provided to the 

OPCW by the Syrian Arab Republic in its note 43, dated 20 April 2018. The 

notification contained a list with the names of all members of the team which 

would visit the warehouse found by the Syrian Army in Douma. Inspector 

Henderson was also tasked with accompanying the mission in all visits to 



Douma. He was also tasked with on-site sampling and taking measurements at 

the scene of the alleged incident, including the measurements of the two 

cylinders. He was subsequently tasked, together with another inspector, to place 

OPCW tags on and transfer the cylinders to a safe location, in collaboration with 

the Syrian National Authority. Finally, he prepared an engineering and technical 

assessment to explain how the cylinders arrived at the location where they were 

found. How was he assigned all these tasks if he was not part of the FFM team?    

Question 7:  The report considers that Inspector A is responsible for leaking OPCW 

confidential information through a USB drive, while it also indicates that the 

same inspector was not aware of the entire investigation information, that he 

had ceased to support the investigation six months prior to the release of the 

final report on Douma and that it was during this six-month period that most of 

the investigative work was conducted. Is there any explanation for this 

contradiction? 

Question 8:  The scientific analysis contained in the leaked engineering assessment 

conducted by inspector Ian Henderson on the cylinders found in the scene of 

the alleged incident in Douma contradicts the findings contained in the final 

FFM Report released on 1 March 2019. This report relied on the opinion of 

independent engineering companies commissioned by the OPCW to conduct 

the study, although they never set foot in the Douma area nor did they visit the 

scene of the incident to observe and take engineering measurements of the 

openings in the roof and of the cylinders. Could the Technical Secretariat 

circulate the reports of the three engineering companies, on which the final FFM 

report was based, with names and addresses redacted as required by 

confidentiality, so as to examine and compare them with the engineering 

assessment by inspector Henderson? Why did the OPCW consider that Mr Ian 

Henderson’s recourse in his investigations and scientific studies to university 

professors constituted a breach of confidentiality, while it commissioned three 

external engineering companies to conduct studies? Is it not possible that those 

companies are also a source of the breach of confidentiality? 

 Question 9:  In his statement to the Security Council, inspector Ian Henderson stated that, 

with the exception of one paramedic, no FFM team members that had deployed 

to Douma were included in the core team which drafted the final report on the 

alleged Douma incident. Can the Technical Secretariat confirm that? And how 

does the Technical Secretariat explain the fact that it excluded from the drafting 

of the report all FFM team experts who did deploy to Douma and investigate 

the incident? And how does the Secretariat explain that the Director-

General transmitted Henderson’s engineering assessment to the so-

called “Investigation and Identification Team”, while the same assessment was 

disregarded in the FFM report? 

 Question 10:  In his statement to the Security Council, Mr Henderson also reported the 

following: “All FFM team members were called to attend a briefing from a 

three-person US delegation on 5 July 2018, where they presented their findings 

that “proved” the alleged chemical attack and death of victims. I attended the 



briefing.”. Can the Technical Secretariat confirm that this meeting took place? 

Could it explain the substance and nature of this meeting? In what capacity was 

an FFM meeting convened with U.S. officials, given that the United States was 

part of the tripartite aggression on Syria? 

 Question 11:  There is a contradiction in the report when it states that Inspector B had a minor 

role in the investigation of the Douma incident, that he had never left the OPCW 

Mission’s office in Damascus and that, on the other hand, he had been involved 

in the drafting of the interim report on the Douma incident. Our minutes for the 

meetings held in Damascus with FFM members indicate that all FFM members 

took part in these meetings as inspectors and experts. How does the Technical 

Secretariat explain this contradiction? Why was the contract of Inspector B 

terminated in the middle of the investigation following the release of the interim 

report and his services and analytical work, especially in bio-chemical 

sampling, dispensed with few months prior to the release of the final report, 

although he is a specialist in that field? 
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The Technical Secretariat (Secretariat) of the Organisation for the Prohibition of Chemical 
Weapons (OPCW or Organisation) presents its compliments to the Permanent Representation 
of the Syrian Arab Republic to the OPCW, and has the honour to refer to its Note Verbale 
No . 32, dated 16 April 2020. The Secretariat is pleased to provide the following responses to 
the questions raised in the Note Verbale. 

As noted by the Director-General in his statement delivered on 6 February 2020 and in the 
Report of the Investigation into Possible Breaches of Confidentiality (S/1839/2020), dated 6 
February 2020 (report), investigations into possible breaches of confidentiality and the 
dissemination of reports thereof are governed by specific procedures set out in the OPCW 
Policy on Confidentiality (OPOC), adopted by the Conference of the States Parties 
(Conference). The Secretariat strictly applied these procedures. 

In order to lead this investigation, the Director-General designated the Deputy Director­
General as the Senior Investigating Officer. Regarding the independent investigators engaged 
to assist the Deputy Director-General , the following measures were adopted to ensure that 
they could or would not themselves violate confidentiality rules: requirement to sign 
individual secrecy agreements, training on OPCW security requirements, and the assignment 
of laptops with encrypted hard disks and secured-only access to OPCW systems and emails. 
Furthermore, all evidential material was retained by the OPCW. 

Regarding the identity of either of the two inspectors, it must be recalled, as explained by the 
Director-General in his statement and in the report, that OPCW officials involved in breaches 
of confidentiality cannot be identified by name, inter alia in order to safeguard their due 
process rights under the OPCW's internal legislation and general principles of international 
administrative law. 

As regards transparency of the process, the OPOC procedures require that the report be 
"made available to any State Patty upon request" and that a summarised version be included 
in the annual report of the Director-General to the Conference concerning confidentiality. In 
the case of the report at issue, the Director-General decided that, in addition to these required 
procedures, he would publicly brief States Parties on the report, thus providing the maximum 
level of transparency to all States Parties. 

Permanent Representation of the Syrian Arab Republic 
to the OPCW 
President Kennedylaan 19 
2517 JK The Hague 

0 PC W Johan de Wittlaan 32 25 I 7 JR The Hague Netherlands opcw.org 



The purpose of the investigation was to determine whether a staff member had violated their 
obligation to protect confidential information. The scope of the investigation was not to 
assess the content of the information. 

As to questions pertaining to FFM membership, it should be underscored that the 
investigation found breaches of confidentiality by both former staff members identified in the 
report as Inspectors A and B, although only Inspector B was al,' FFM team member. 

It should be emphasised that, under the OPOC, the sharing of confidential information by an 
OPCW staff member with an external party must be done with the express authorisation of 
the Director-General and in a manner that ensures its continued protection. The investigation 
determined that Inspector A's sharing of the confidential information with two university 
professors was both unauthorised and done in an unprotected manner, such as using his 
personal gmail account. By contrast, the FFM's sharing of confidential information with three 
independent experts in mechanical engineering, ballistics and metallurgy was officially 
authorised by the Secretariat and the requisite protections and controls were put in place. 

As for the Secretariat's meeting with States Parties, the OPCW Executive Council has called 
upon States Pa1iies to provide the FFM with any relevant information they may possess 
pertaining to the use of chemical weapons in the Syrian Arab Republic. It is within this legal 
framework that FFM meetings take place with any State Party. 

The Technical Secretariat avails itself of this opportunity to renew to the Permanent 
Represent~:~ p Syrian Arab Republic to the OPCW the assurances of its highest 
considerat? 
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