Permanent Mission
Of The Syrian Arab Republic
To The Organization For The
Prohibition Of Chemical Weapons
The Hague

No: 32
Date: April 16" 2020

Note Verbal

The Permanent Mission of the Syrian Arab Republic to the Organization
for the Prohibition of Chemical Weapons OPCW presents its compliments to the
Technical Secretariat - Office of the Director General, and with reference to the
Director General’s “Briefing for States Parties on the report of the investigation
initiated by the DG into alleged breaches of confidentiality” that took placeon
February 6™ 2020, would like to submit herewith a number of questions.

The Syrian Mission to the OPCW would like to kindly request from the Technical
Secretariat to provide the answers to the above-mentioned questions as soon as
possible, and to consider the questions as an official document of the Briefing, and
also to publish them on the OPCW public website and on the extranet.

The Permanent Mission of the Syrian Arab Republic would like to ask the Technical
Secretariat to consider this Information as Unclassified.

The Permanent Mission of the Syrian Arab Republic avails itself of this opportunity

to renew to the Technical Secretariat of the Organization for the Prohibition of
Chemical Weapons the assurances of its highest consideration.

e Attachment: 4 Pages in Arabic /K / ‘ .

The Organization for the Prohibition
Of Chemical Weapons (OPCW)
The Hague.



sl die AN Ablayl dads B 9y Le ol ) padl A adl Ay sgandl (0 Aadia Al
il o AR 38 Jea Yo ¥y Blud 1 agy Aaiiall plal

Gl Jon Wi s GahLY1 Joall dagide 38l o lyal o o Aaall LYY o) 16 fpu
sl gpen paay dagite dbla) 2 i) Qllall i LS ¢l
S ¥ Ally clagy (B liganll A 1Sl cpdll 3ilsal) (ol Hay (A cpdiddl
s ) clebay) sda yuin Jgb Al cillala) b g Jsenadl ClslaYl a
Sleine ) o Lakiiall Jee 3 485N e a3l

b loslad) gy s alpeill Glay Jaly Gaas e sl DL oL o) 1 B el
Aleall e 5l Ay Clasbeay dany Gl s dupud 23 L of e K5 dadaidl
Al 8 ap b yeme ge dediidl bl e Gl oo Bl i o3 L)

S5 Al ) R Bl JSn Al (3

ehaad LeddSs 8 4] coatia] o3 e Gl g Al Bl (K o sl )
ChEll aa @ly Gajlaty dag Spull GA panse B GEEL egtd Guala
Sgpadl 3ds cuptll 3aY jacae gyl e haall oY s Y o lea

Siiaally (A) gda) oy A8 Basall ) Jea ailala) G aladl el HLsl a8 saghdt e
Glosheal  gpduadl il lad LSl (Bl lite s (B)
Ja1a casnge lhle ppall cppuaall eWsa o) iy 13 da L (Whistleblowers)

Syl e Taghe ale 5l A of cany iy Siadaial

SN Ay o Cpag dm Gla a dey Gpd 2B G Gl ale towald) o)

b)) Qs mudagiy claga (b dagedall Dalall aloe 3)lh 4ald By (Bl
S leally cllin Ly agls 5 Sl Zagally (LS5) slaall JAYY Al )
Slere Joals



O deda oS0 Al Csaptin b Ginall of Slie] b 4l L) coatind 13le L) s pabad) o)
Y (b Al Ay gudl ol ) Al GLaY) byl G816 Silaa) ol Himy (358
Aila] e YoV A Glat YV gl Jee AT oY OVA (luas Y1 8 25e jlad)
ol Jadl JUaaYl b oela Cum (Gudll elzmel Y sl ol Juddl au)
D) Al GBI et @l Gudll Ge lda OsSaw Opmrin (il
alul) ha dadiie Y @iShe 8 dpysad) dppall dyyseenll (o dadiall cilosledl)
Goall Jol€ planly Ll SUadYl 8 2yaly LY VA Gl Yo ) €7 a8y Alue))
S 5 LS Llegy (B sl Gl adde Sie ) paginddl D cadi (A
oo Slie 33k adiSy gy Y bl gaes (B Ball Bl Cpapria )
& (s cOftilshand) il Led Loy 40 e dall Carlall S b ciluld el cadyal
ool O ) el clgle Addaidly Aalall JBAY) pmg AT (ke pe b
B mangl by ouain auiil solae] hualy sl Lkl sl e sl
e ledn ol 13 Jleel odn U< Al 2 o L Fleglle ) cuiilshan ] Jaay
SN o Himy G50

dadaially Lals Dy Gilasles it oo Jpnd) sa (A) Gtall o 5ol ey zasbed) Sowd)
ele o oSy ol Ciiall a o U el il g (8 (USB paall sasy DA e
Sl DpEll jena e el i d8 GEal p aly Giall lesle S
Rl peds lia Ja 05 o Jaadl el b a3 Al 5edY) ag clesy Joa
8 Ladlaall

s> Qs Ol Giidell Chuall cunigh 58l 8 asasall aladl Jidsill o) sepalil] )
Gy Lo allsd Logy 4 dogedall Dalall plSa 8 lgle gl & il il glany)
ad olaey) @ el Y O1q AT Y sl Giliall sl Hiad Sl 8l
ceel il o (e a2l e bl o haly dadaiall g i, Loy colSa f) e
dpvigh Ly Tl Claalial 3Y ol adge ly)55 als Loga dilaie (i A
Gaanigh) oSl )l apeat Al ALY (S b L lilghandly i) b culaial
U Dl eha) ae o Biliall ol Zindd el il Lel) ani) Al e
e Leilias Leiahal ellyy cleilyios alSal sda ploud Cada i (g Appudl Laldl



Gpdid ol Al of Aadsidl coygie] B LS ogapnia Gidall  cuaigll
G ecboglaall Ayl 5 4 o daaladl L sdlul dudall aslulyyy ailigas Pl
o oSar VT eclubn e laY dadaidl oyla e Bpwain (ilKe SN il gl s

Selegleall 4yl (5)a) hacae Lo (alCall saa S

N s Hrae W ol e ol (gl JB ) Gulae Sl ailala) b sawldl] oud)
shaall oo W ey o Gl iy dasedd) Loy Bala g Slel) il (i
da papaill (8 dexy aaly Glise (gom Losd (3 dagedall Laladl adise 15l ol
Gd et apend Waalegin) 3yl BLY1 jeds (a5 ofelly 2l 3l LY i
S 8 AL e clalall 8 gdhag Tlad adgall o)) ol i) o By
Lo ) ondigh pmnpain i Alla) oledl oaddl Alla) Gl judi oSy € 5l
el By 0 B alalad O s A Csedl s @Eaall Gd o ey
£ 5ilaal)

Cipan VoA s 0 Gl toysunain bl V) Gudae bl ailala) (i o pdladl o)
el 0 Ll Ay Giliall ool Ly B clnel e 4 o) ¢ L)
s nly iy 8 Lol Logma ol agilaliin 1padi uilly <) gl (g
Dale W L& Ja Splanyl e Jomn 55 of 2l DL (e b "Llans
po Gliall oo dny Godl g Laia) dal Beeal) oy dhia (gl e Laia) 13n daudas
o (D Gleanll Jga gan) sasiall clisll of Slaey) 8 13aT €0l ol e

.‘\.I_J_}un

ciligag B Jmad) 43 ol A panall el ol syl el gy e galad) sl
DUl delia B @l aily e e Bl (B Bl jie by o by g
G clelaay) o Upalae b Lle Al 4 oo Loy Bala e Jadl
b almel mpen AL ) it Glial i Hay olmel pe Bley 8 e
L) L tlill 1 Al leY) i 2 el GadieS agibiay cilelaay) ol
clapdll Sl laa) ey Giaill lile Casiie b (B) gidd) die slgl &
Ji dyg BiheS cilie ol Lalty ol 3 Ll dlee ey 4o cLxiuly
Sl 1a b Laladie 435S e ai)lly ¢ gl il laal e jedl 3o

v



Questions by the Syrian Arab Republic concerning the briefing session held by the
Director-General of the OPCW on 6 February 2020 on the internal investigation into

Question 1:

Question 2:

Question 3:

Question 4:

Question 5:

Question 6:

the leaks

The Technical Secretariat did not provide the opportunity for the States Parties
to have an open discussion on its report on the internal investigation, nor did it
respond to the repeated requests for an open briefing to be held in the presence
of all Fact-Finding Mission experts and inspectors who participated in the
investigations in Douma, which was inconsistent with the procedure followed
in similar briefings. Do these procedures suggest an increase in or a restriction
of transparency in the work of the Organisation?

The Technical Secretariat’s opening of an internal investigation into the leaks
and the breach of confidentiality in the Organisation confirms the fact that the
leaks were official documents and confidential or highly protected information.
This raises a question as to the reasons why the Organisation did not address the
content of those documents which constitute important facts of relevance to the
investigation?

Could the Technical Secretariat explain the legal basis for its commissioning of
external experts to carry out an investigation into the breach of confidentiality?
Does this contradict the provisions of Part IX of the OPCW Confidentiality
Regime? And what measures were taken to ensure that those external experts
themselves are not a source of subsequent leaks and breach of confidentiality?

In his briefing on the internal investigation report, the Director-General stated
that Inspector A and Inspector B were rogue inspectors but were not the ones
who leaked the information (whistleblowers). Does this mean that the
whistleblowers are still in the Organisation? Should we, therefore, expect
further leaks?

What are the reasons why the FFM team leader was withdrawn two days after
his arrival in Damascus and before visiting the site of the alleged incident in
Douma? Could the Technical Secretariat explain the reason why he was
deployed to the neighbouring country (Turkey), the task he was assigned there
and the parties he got in contact with?

On what grounds did the Technical Secretariat consider that investigator lan
Henderson was not part of the FFM team? The Technical Secretariat sent to the
Permanent Mission of Syria in the Hague a notification, dated 26 April 2018,
and another modified notification, dated 27 April 2018, in which the name of
inspector lan Henderson was added as a member of the team. The modified
notification stated that inspector Henderson was part of the team which would
conduct technical visits within the context of the information provided to the
OPCW by the Syrian Arab Republic in its note 43, dated 20 April 2018. The
notification contained a list with the names of all members of the team which
would visit the warehouse found by the Syrian Army in Douma. Inspector
Henderson was also tasked with accompanying the mission in all visits to



Question 7:

Question 8:

Question 9:

Question 10:

Douma. He was also tasked with on-site sampling and taking measurements at
the scene of the alleged incident, including the measurements of the two
cylinders. He was subsequently tasked, together with another inspector, to place
OPCW tags on and transfer the cylinders to a safe location, in collaboration with
the Syrian National Authority. Finally, he prepared an engineering and technical
assessment to explain how the cylinders arrived at the location where they were
found. How was he assigned all these tasks if he was not part of the FFM team?

The report considers that Inspector A is responsible for leaking OPCW
confidential information through a USB drive, while it also indicates that the
same inspector was not aware of the entire investigation information, that he
had ceased to support the investigation six months prior to the release of the
final report on Douma and that it was during this six-month period that most of
the investigative work was conducted. Is there any explanation for this
contradiction?

The scientific analysis contained in the leaked engineering assessment
conducted by inspector lan Henderson on the cylinders found in the scene of
the alleged incident in Douma contradicts the findings contained in the final
FFM Report released on 1 March 2019. This report relied on the opinion of
independent engineering companies commissioned by the OPCW to conduct
the study, although they never set foot in the Douma area nor did they visit the
scene of the incident to observe and take engineering measurements of the
openings in the roof and of the cylinders. Could the Technical Secretariat
circulate the reports of the three engineering companies, on which the final FFM
report was based, with names and addresses redacted as required by
confidentiality, so as to examine and compare them with the engineering
assessment by inspector Henderson? Why did the OPCW consider that Mr lan
Henderson’s recourse in his investigations and scientific studies to university
professors constituted a breach of confidentiality, while it commissioned three
external engineering companies to conduct studies? Is it not possible that those
companies are also a source of the breach of confidentiality?

In his statement to the Security Council, inspector lan Henderson stated that,
with the exception of one paramedic, no FFM team members that had deployed
to Douma were included in the core team which drafted the final report on the
alleged Douma incident. Can the Technical Secretariat confirm that? And how
does the Technical Secretariat explain the fact that it excluded from the drafting
of the report all FFM team experts who did deploy to Douma and investigate
the incident? And how does the Secretariat explain that the Director-
General transmitted Henderson’s engineering assessment to the so-
called “Investigation and Identification Team”, while the same assessment was
disregarded in the FFM report?

In his statement to the Security Council, Mr Henderson also reported the
following: “All FFM team members were called to attend a briefing from a
three-person US delegation on 5 July 2018, where they presented their findings
that “proved” the alleged chemical attack and death of victims. | attended the



Question 11:

briefing.”. Can the Technical Secretariat confirm that this meeting took place?
Could it explain the substance and nature of this meeting? In what capacity was
an FFM meeting convened with U.S. officials, given that the United States was
part of the tripartite aggression on Syria?

There is a contradiction in the report when it states that Inspector B had a minor
role in the investigation of the Douma incident, that he had never left the OPCW
Mission’s office in Damascus and that, on the other hand, he had been involved
in the drafting of the interim report on the Douma incident. Our minutes for the
meetings held in Damascus with FFM members indicate that all FFM members
took part in these meetings as inspectors and experts. How does the Technical
Secretariat explain this contradiction? Why was the contract of Inspector B
terminated in the middle of the investigation following the release of the interim
report and his services and analytical work, especially in bio-chemical
sampling, dispensed with few months prior to the release of the final report,
although he is a specialist in that field?
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The Technical Secretariat (Secretariat) of the Organisation for the Prohibition of Chemical
Weapons (OPCW or Organisation) presents its compliments to the Permanent Representation
of the Syrian Arab Republic to the OPCW, and has the honour to refer to its Note Verbale
No. 32, dated 16 April 2020. The Secretariat is pleased to provide the following responses to
the questions raised in the Note Verbale.

As noted by the Director-General in his statement delivered on 6 February 2020 and in the
Report of the Investigation into Possible Breaches of Confidentiality (S/1839/2020), dated 6
February 2020 (report), investigations into possible breaches of confidentiality and the
dissemination of reports thereof are governed by specific procedures set out in the OPCW
Policy on Confidentiality (OPOC), adopted by the Conference of the States Parties
(Conference). The Secretariat strictly applied these procedures.

In order to lead this investigation, the Director-General designated the Deputy Director-
General as the Senior Investigating Officer. Regarding the independent investigators engaged
to assist the Deputy Director-General, the following measures were adopted to ensure that
they could or would not themselves violate confidentiality rules: requirement to sign
individual secrecy agreements, training on OPCW security requirements, and the assignment
of laptops with encrypted hard disks and secured-only access to OPCW systems and emails.
Furthermore, all evidential material was retained by the OPCW.

Regarding the identity of either of the two inspectors, it must be recalled, as explained by the
Director-General in his statement and in the report, that OPCW officials involved in breaches
of confidentiality cannot be identified by name, inter alia in order to safeguard their due
process rights under the OPCW’s internal legislation and general principles of international
administrative law.

As regards transparency of the process, the OPOC procedures require that the report be
“made available to any State Party upon request” and that a summarised version be included
in the annual report of the Director-General to the Conference concerning confidentiality. In
the case of the report at issue, the Director-General decided that, in addition to these required
procedures, he would publicly brief States Parties on the report, thus providing the maximum

level of transparency to all States Parties.

Permanent Representation of the Syrian Arab Republic
to the OPCW

President Kennedylaan 19

2517JK The Hague

OPCW Johan de Wittlaan 32 2517 JR The Hague Netherlands opew.org



The purpose of the investigation was to determine whether a staff member had violated their
obligation to protect confidential information. The scope of the investigation was not to
assess the content of the information.

As to questions pertaining to FFM membership, it should be underscored that the
investigation found breaches of confidentiality by both former staff members identified in the
report as Inspectors A and B, although only Inspector B was ag FFM team member.

It should be emphasised that, under the OPOC, the sharing of confidential information by an
OPCW staff member with an external party must be done with the express authorisation of
the Director-General and in a manner that ensures its continued protection. The investigation
determined that Inspector A’s sharing of the confidential information with two university
professors was both unauthorised and done in an unprotected manner, such as using his
personal gmail account. By contrast, the FFM’s sharing of confidential information with three
independent experts in mechanical engineering, ballistics and metallurgy was officially
authorised by the Secretariat and the requisite protections and controls were put in place.

As for the Secretariat’s meeting with States Parties, the OPCW Executive Council has called
upon States Parties to provide the FFM with any relevant information they may possess
pertaining to the use of chemical weapons in the Syrian Arab Republic. It is within this legal
framework that FFM meetings take place with any State Party.

The Technical Secretariat avails itself of this opportunity to renew to the Permanent
Representation of the Syrian Arab Republic to the OPCW the assurances of its highest
consideration,
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